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This article is a continuation of a number of works devoted to evaluation of
probabilistic-temporal characteristics of firewalls when ranging a filtration rule set.
This work considers a problem of the decrease in the information flow filtering
efficiency. The problem emerged due to the use of a sequential scheme for checking
the compliance of packets with the rules, as well as due to heterogeneity and variability
of network traffic. The order of rules is non-optimal, and this, in the high-dimensional
list, significantly influences the firewall performance and also may cause a considerable
time delay and variation in values of packet service time, which is essentially important
for the stable functioning of multimedia protocols. One of the ways to prevent
decrease in the performance is to range a rule set according to the characteristics of the
incoming information flows. In this work, the problems to be solved are: determination
and analysis of an average filtering time for the traffic of main transmitting networks;
and assessing the effectiveness of ranging the rules. A method for ranging a filtration
rule set is proposed, and a queuing system with a complex request service discipline
is built. A certain order is used to describe how requests are processed in the
system. This order includes the execution of operations with incoming packets and
the logical structure of filtration rule set. These are the elements of information flow
processing in the firewall. Such level of detailing is not complete, but it is sufficient
for creating a model. The QS characteristics are obtained with the help of simulation
modelling methods in the Simulink environment of the matrix computing system
MATLAB. Based on the analysis of the results obtained, we made conclusions about
the possibility of increasing the firewall performance by ranging the filtration rules
for those traffic scripts that are close to real ones.

Key words and phrases: firewall, ranging the filtration rules, network traffic, phase
service, simulation model, queuing system

1. Introduction

In order to ensure information security of automated systems (AS) that
have connections to external untrusted resources, we have to pay attention
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to the possibility of threats such as violation of confidentiality, integrity and
availability of information. A required condition to prevent the threats aimed
on violating AS’s normal operation is using the firewall technologies [1]-[3].

The main firewall technology is network traffic filtration according to
a certain rule set. It is executed at the points of the connection of the AS
under protection to external uncontrolled systems and is implemented by using
special hardware or software complexes, i.e., firewalls. The firewall filtration
rule set is a list of conditions according to which the further transmission
of network traffic packets is allowed or denied. The parameters, attributes
and characteristics of network traffic flows are usually used to set filtering
conditions [4].

The important fact is that the network traffic filtration brings additional
time delays during data transmission. High values of the delays during packet
filtration can cause packet losses, denials for session initiation and failures in
AS’s normal work [5], [6].

In works [7]-[13], a great influence of the rule set size and the order of
filtration rules in the set on the firewall performance is noted. The influence
can be explained by the sequential scheme used to check the packet compliance
with the set rules. The maximum decrease in the performance happens while
checking the compliance of attributes of packets under filtration with the
conditions at the end of the high-dimensional rule set. Defining a rule set that
correctly realizes the security policy, but is ineffective in terms of performance,
can be considered an error in firewall configuring.

We should also consider that real network traffic has heterogeneity caused
by various non-parameterizable factors. This can lead to a decrease in the
effectiveness of the static filtration rule set configured initially. One of the
ways to prevent the decrease in the performance caused by traffic heterogeneity
is to range the rule set according to the incoming traffic characteristics.

Therefore, the task of ranging a rule set in accordance with the charac-
teristics of information flows is not only actual and in demand. This is
especially important for the firewalls that ensure information security for the
AS with a complex network architecture and large volumes of network traffic.
The main goal of this work is to develop a model for evaluating the firewall
performance when ranging the filtration rule set.

This paper has the following structure. A method for ranging the filtration
rule set is proposed in section 2. In section 3, a model for ranging the rules
in the form of a queuing system (QS) with a phase-type service discipline is
developed [14]. The results of simulation modelling and firewall performance
evaluation for the network traffic script that is close to real are presented in
section 4. The Conclusion contains the main aspects of our study.

2. Ranging a filtration rule set for a firewall

By ranging the filtration rule set we mean putting the rules in descending
order by their weights in accordance with the evaluation of the characteristics
of information flows. We consider that traffic filtration is executed at the
network and transmission levels of the standard model for the open system
interaction (OSI). According to the generally accepted classification [1]—[3],
such firewalls relate to the type of packet filters.
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Ranging is executed at discrete moments of time ¢, =t;, — 0 (see the fig-
ure 1).
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Figure 1. Ranging the filtration rule set

The packets received during the time A, =t, —t,_,, kK > 1 are combined
into a package, and a group of ¢ packages generates a redundancy errors in
the rule set under data segment. It is assumed that there are no inconsistency
and consideration [7]-[10]. We also consider that there is a certain minimum
number of rules M under which ranging can provide a significant effect. The
logical structure of the filtration rules is a linear list of conditions.

Let us introduce the following designations: M is the number of filtration
rules in the set 7% — the rule in i-th position in the k-th set of filtration rules
on the interval [t,_;,t), v, = (7%, ... 7% ) k-th set of filtration rules on the
interval [t,_;,t.), p¥ — the weight of 7* rule, p, = (p¥,...,p%,) — the rule
weight vector on the interval [t,_, ;).

In this work, a value of the average number of packets, the attributes

of which match the conditions of the r¥ rule on the interval A, is used as
a weight pFtt.

The nonparametric method of local approximation (MLA) is used to evalu-
ate the average number of requests [15]-[18]. The same method is used for
the analysis of other characteristics investigated in this work.

A method for ranging the rules is proposed in the next section of this paper.

3. The model for ranging the filtration rule set

The complexity and variety of the firewall functioning do not allow to create
a model reflecting all the regularities and features that are characteristic
for various manufacturers, such as Cisco Systems, Juniper Networks, etc.
Therefore, the model describes only the main regularities and factors of the
firewall functioning that are of interest for our tasks.

For all firewall types in the process of network traffic filtration, the following
stages can be distinguished [10]:

— initial packet processing, i.e., operations with a packet when it enters the
receiving path;
— checking the filtration rule set;
— completion of packet processing, i.e., operations with a packet when it is
transmitted to the output path and then to the physical medium.
During the initial processing of the packet received the firewall network
interface controller (NIC) decodes the sequence of electrical or optical signals,
checks the correctness of information delivered and writes the packet into
the NIC input buffer memory. Then the packet is transmitted to a program
buffer located in RAM for operations executed by the central process.
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As a next step, if computing resources are available, the filtration of
the incoming packet is executed in accordance with the filtration rule set.
The compliance of the received packet parameters with the filtration rules is
checked in sequence. Only one packet can be checked at a time. The other
packets received are kept in the buffer. Their service is executed according to
the order of their entrance to the buffer (FCFS, First-Come, First-Served).

If the packet parameters match the filtration rules, the firewall transmits
the packet to the NIC output buffer. If the packet parameters do not match
the permissive rules, the firewall rejects the packet. The packet processing
is considered complete when it is encoded and transmitted to the physical
medium.

Let us present the firewall model as a queuing system (QS) with a By (t)
distribution function (DF) for the request service duration, which depends
on the order of the filtration rules on time interval [t, ,,t.). A request flow
A(t), corresponding to the packet flow incoming the firewall, enters the QS.
We consider the incoming packets as the service requests for the QS.

B.(1)
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Figure 2. The scheme of the firewall QS with a complex request service discipline

The By (t) = B(ry, g, i1, t) distribution function (DF) is a function of phase
type, its parameters are shown in the figure 3, from which it is clear that the
By, (t) DF corresponds to the Cox distribution [19].

The request service time at zero phase corresponds to the total time of
packet initial processing and the time of transmission along the output path.
The request service time at the m-th phase m > 1 corresponds to the time of
packet filtration the by the m rule. It is assumed that the filtration time for
each rule is the same and equal to 7.

The scheme of the request service process in the firewall model is presented
in the figure 3.

(1 —¥-1)

Figure 3. The request service process

The 1 — ’yf value corresponds to the probability of completing the request
service at the i-th phase. That is the case when the packet attributes do not
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correspond to the rf rule. Therefore, the DF of the request service time in
the QS on the interval [t,_q,t;) is as follows:

M
By(t) = WE(L po) + Y _WE(i, p), (1)

=1

where E(1, ug) is the Erlang distribution of the i-th order.

The task of analyzing the QS (shown in Fig. 2) characteristics can be
solved with the help of the simulation modelling method, the results of
which are presented in the next section. It should be noted that in case
of a Poisson incoming flow and exponential filtering time, the QS has an
analytical solution [14].

4. Evaluation of the firewall performance when ranging
the rules

Firewall is a network node processing large volume of incoming and outgoing
traffic. Therefore, the average packet filtering time is usually used as the
major performance indicator [3], [7]. In this work, to evaluate the firewall
performance, we use AUg, i.e., a value equal to the difference between U; —
the average filtering time in the first data segment (without rule ranging)
and Ug — the average filtering time in the S-th data segment (after the rules
ranged).

The initial data used for the implementing the simulation model of the
process of network traffic filtration are shown in the table 1.

Table 1
Initial data

[rules] | pgt[ms] | p~ [ms] | Ay k=1,...,25[ms| | q[packages] | s[segments]|
100 | 2.7-1073 | 5-10°° 1000 5 5

The number of packet types is M. The values of request service intensities —
to and g — have been taken from the work [10], which is about the analysis
of the firewall performance under the Poisson incoming flow of requests.

To provide the numerical analysis of the QS (see the figure 1), a simulation
model (SM) is built in the Simulink simulation environment of the MATLAB
matrix computing system with the use of SimEvents discrete state library.
The scheme of the model is presented in the figure 4.

The request flow in the SM is determined in the Traffic Generation sub-
system. A request collector is realized by the FIFO Queue block, and the
request service process is executed by the Single Server blocks (the QS ser-
vice device) and the function_f subsystem (the calculation of the request
service time in accordance with the rule set and request type).
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The statistical data accumulation for evaluating the performance indi-
cators is executed with the help of the statistics collection options of the
SimEvents blocks and data recording structures such as PacketServiceTime,
QueueAvgWaitTime, PackeStayTime, QueueAvglen. The following times are
fixed at this stage: the packet service time, the waiting time for the packet in
the queue, the average time of the packet residence in the system, and the
average length of the packet queue.

To define the incoming flow of requests, data from the WIDE academic
core network in Japan have been used. Traffic records are contained in the
MAWTI Group Traffic Archive traffic repository by 01/10/2019. For each
packet type, using the Wireshark tool for network traffic capture and analysis,
the values of the time intervals between packets for the TCP, UDP and ICMP
protocols have been extracted. The data massive obtained has been exported
to MATLAB to set the intervals between the moments of request generation in
the Traffic Generation subsystem using Time-Based Entity Generator blocks.
The request types corresponding to the traffic packet types are determined in
the Traffic Generation subsystem by the SetPacket Att blocks. An example
of the request flow obtained for packets of ri, and rl, types is presented in

; 4
time ms] x10

[}
[

20

w

time intervals between packets [ms]
time intervals between packets [ms]

0 D: 1.5 2 25
tlme [ms] «10%

Figure 5. The packet flow of 81% type Figure 6. The packet flow of 29" type

The following actions are implemented in M-files of the MATLAB system:
determination of the initial data for simulation modelling (see the table 1)
and the initial rule set, calculation of the performance indicators, execution
of functions for calculating weight, rule set ranging and other algorithms and
SM variables.

The process of ranging the ri; and rl, filtration rules in accordance with the
evaluation of the information flow characteristics is illustrated by figures 7-8.
The figures show that:

— the r}, rule, when ranging, takes the 7th place in the set (average). This
can be explained by the short time interval between the packet income
(4 ms) and the small value of the time dispersion between the income of
the packets;
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— the rly rule is characterized by moving to the middle of the set. It
happens due to the increase in the time interval between the income of
the packets.
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Figure 7. Ranging the 7}, rule Figure 8. Ranging the 714 rule

Simulation modelling has demonstrated that the average packet filtration
time for all time intervals [t;_;,t;) € T, k > 5 on which ranging has been
executed, has a decrease compared to the average time on the intervals
[tp_1,t,) €T, k=1,...,5.

For the first interval [¢,,t;), where there is no set ranging, and for the last
interval [ty,,%55), where the set is ranged, we can present the graph of the
average packet filtration time (see the figure 9).
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Figure 9. Average packet filtration time for first and the last intervals
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As can be seen from the figure, the value of the average packet filtration
time on the interval [t,,t,) is larger than the average time on the interval
[to4,tas) by about 2.5 [s]. The results of the firewall performance evaluation

for all segments obtained during the simulation modelling are presented in
the table 2.

Table 2
The firewall performance

s | Ug [s] | AUg [s] | AUg [%]
6.233 - -

4.937 1.296 20.785
4.660 | 1.573 25.229
4.989 1.244 19.960
4.406 1.827 29.304

Ol | [ W [N |

5. Conclusion

The created QS with a complex request service discipline and the simulation
methods allowed us to obtain the firewall performance estimates when ranging
a rule set. These estimates demonstrate that, for the traffic of the main
transmission networks, ranging has increased the firewall performance by
20-29% compared to traffic filtering without ranging. So, the results obtained
indicate the possibility of increasing the firewall performance for traffic scripts
that are close to real ones. These results also confirm the assumptions made
in work [20] about the advisability of ranging.

The authors plan to study the influence of the ranging interval and MLA
parameters on the firewall performance in further works. They also plan to
develop criteria for the need of re-ranging the set depending on changes in
the firewall performance indicators, as well as recommendations for ranging
the filtration rule sets.
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OrieHKa ITPOU3BOIUTEILHOCTH MEXKCETEBOI'0 3KpPaHa
NIpU PAaHXKUPOBAHNU Habopa nmpaBuJ PUIbTpAIN

A. 0. Borsunko', K. E. Camyiinos' >

I Poccutickuti yrusepcumem opysic6vs napodos
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Hanuas crarThbsi SBJISETCS MPOJIOJIKEHUEM psaa paboT, MOCBAIEHHBIX OIEHKE
BEPOATHOCTHO-BPEMEHHBIX XapPaKTEPUCTHUK ME2KCETEBbIX IKPAHOB IIPU PaHXKNPOBaHUN
Habopa npaBui uabTpanuu. B myOmuKamun pacCMaTPUBAETC IIPOOIeMa CHUZKE-
uust 3 dekTuBHOCTH DUABTPAIE THPOPMAIMOHHBIX TOTOKOB. [Ipobsiema Bo3HUKIA
M3-32a UCIOJIb30BAHUSI TTOC/IEI0BATEBHON CXEeMbI TIPOBEPKU COOTBETCTBUS TTAKETOB
paBUJIAM, a TaKKe U3-32 HEOIHOPOIHOCTH U M3MEHUYMBOCTH CeTeBOro Tpaduka. Ilo-
PsJIOK TIPABUJI HEONTHMAJIEH, U 9TO B MHOIOMEDHOM CITUCKE CYIIECTBEHHO BJIUSAET
Ha [IPOU3BOIUTEIBHOCTD MEXKCETEBOTO IKPaHA, a TaK>Ke MOYKET BbI3bIBATH 3HAUU-
TEJbHYIO BPDEMEHHYIO 3a/JICP2KKY U Bapualll B S3HAYCHUAX BPEMEHU O6C.Hy}KI/IBa.HI/I5I
[TAKETOB, YTO CYIIECTBEHHO BAXKHO JJIf CTAOMIHLHOM PabOThl MYyJILTUMEIUNHBIX TPO-
ToK0JIOB. OJINH U3 CIIOCOOOB MPEIOTBPATUTEH CHUKEHUE TTPOU3BOIUTEIBHOCTA — JTO
PaHXKUPOBATH HAOOP MPABUII B COOTBETCTBUU C XapPaKTEPUCTUKAMU BXOAAMNX UHDOP-
MAI[MOHHBIX ITOTOKOB. B muccIIe/IoBaHNN PeNraoTcs CIeyonne 3aJa49u: OlpeIeseHne
¥ aHAJA3 CPEJHEr0 BpeMeHU (DUIIbTPAIUU TpadprKa OCHOBHBIX MEPEIAONINX CETEl;
oreHKa 3(pHEKTUBHOCTU paHKUPOBaHUS TpaBumil. [Ipeioxken MeTO ] paHKUPOBa-
HUe HAOOpa MpaBul (PUIBTPAIIME U IIOCTPOEHA CUCTEMA MAaCCOBOI'O OOC/IYKUBAHUA CO
CJIOXKHOH JTUCTUILIMHON ODC/TyKuBanus 3a1rpocoB. OupeeéHHbIi TOPAI0K UCIIOJIb-
3yeTcs JJisi OIMMCAHUS TOTO, KaK 3aIPOChl 00PabaThIBAIOTCS B CUCTEME, M BKJIIOUAET
B Ce6$[ BBIIIOJIHEHUE OHepa.L[I/Iﬁ C BXOAAIMUMU IMaKeTaMU U JIOTUIECKYIO CTPYKTYDY
Habopa mpaBwa PUIbTPAIU. TaKOBBI 3JIeMEeHThI 00paboTKI MHPOPMAIIMOHHOTO II0-
TOKa B MeEXKCeTeBOM 3Kpane. [lomobHbII ypoBeHb JleTajin3anuu He TOJHBINA, HO €ro
JIOCTATOYHO JijTsi co3manus Mojenn. Xapakrepuctuku CMO mojiyaeHbl ¢ TOMOIIBIO
METOJIOB MMUTAIIMOHHOI'O MOJIEJUPOBaHus B cpele Simulink MaTpuaHON BBIYUCIIH-
renprol cucremMbl MATLAB. Ha ocHoBannm aHam3a MoJiyYeHHBIX PE3YJILTATOB ObLIN
CJIeJIAHBI BBIBOJBI O BOBMOXKHOCTH TIOBBIIIEHUS TTPOU3BOIUTE/IHHOCTH MEXKCETEBOTO
9KpaHa 33 CYET PAHKUPOBAHUS MPABUI (PUIBTPAIMH I T€X CKPUIITOB Tpaduka,
KOTOpbIe OJIN3KN K PeaIbHbIM.

KiroueBblie cjioBa: MEXKCETEBOI 9KpaH, PAHXKUPOBAHUE IPABUII (PUILTPAIIUU, CeTe-
BO# Tpaduk, dpa3oBoe 0OCTYKUBAHNE, MMATAITMOHHAST MO/IE/Ib, CUCTEMa, MAaCCOBOTO
00CITy )KUBaHUS



