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This article shows a method of secured transmitting of information by using splitting encryp-
tion algorithm which replaces each character in plaintext by k-integer in ciphertext. Splitting
algorithm is a generalization of the secured transmission procedure with secret key that.

This study shows how to use a set of cryptographic keys which are generated using genetic al-
gorithm and pseudorandom number generators, to solve some of serious problems in the modern

cryptography.
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1. Introduction

The problems of information protection are excited the humanity for centuries. The
need of information security has originated from the necessary of diplomatic negotiation,
secret transferring of the military information, and protection of the personal information.

In the recent years, the information has become considered as financial category, this
add more attraction and attention to the data security. Protection of the text during
transmission via communication channels is an important task for business applications,
and many other areas of the modern life [1].

There are several encryption algorithms; one of them is XOR encryption which uses
pseudorandom number generator (PRNG). The experience has shown that XOR encryp-
tion has relative weakness against the actions of experienced hackers, and it is not entirely
satisfy the requirements of high level of security [1,2].

The principle of XOR encryption could be summarized as follows: generate keystream
using pseudorandom numbers generators after that apply XOR operation (modulo-2
addition) between the obtained cryptographic keys and plaintext.

Modulo-2 addition in XOR encryption can be accomplished in several ways, for ex-
ample, by the formula [1]:

where y — ciphertext, x — ASCII code plaintext, k — the generated cryptographic keys
using PRNG; and @& — bitwise “exclusive or”. The schema of XOR cipher is shown in
fig. 1.

This article is proposed a symmetric encryption algorithm, which improves the safety
of traditional encryption algorithms by replacing each character in plaintext by k-chain
in ciphertext. This mechanism would increase the level of security and it has not been
studied previously in cryptography.

This paper is organized as follows: in section 1 we define the proposed encryption
algorithm based on the splitting method, in section 2 provides a description of splitting
algorithm, in section 3 proves the property of monomorphism of splitting method. In
section4 presents the results of experiments. The conclusion is contained in the final
section.
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Figure 1. The scheme of XOR encryption

2. Defintion of the Encryption Algorithm Based on Sippliting
Method

The term of splitting, which is referred in this paper, means replacing each character
in plaintext by k-chain of integers in ciphertext; to be transmitted over a communica-
tion channel. Splitting provides defense in depth for the transmitted information from
malicious actions of various kinds.

Definition: splitting k-level means representation of each character in plaintext as a
sequence of k-integers in ciphertext.

The obtained ciphertext by this method is difficult to reveal, as the cryptographic
keys are variable and the cipher changes randomly for each ciphered letter. This concept
is new in cryptography, and there is no similar proposal has been issued or reported
before.

In particular, the splitting algorithm provides reliable protection from cryptanalytic
attacks based on counting the frequency of occurrence of the letters in the ciphertext.
This algorithm does not depend on the probability distribution of the letters in the
language or the other properties of the natural language. (If the primary requirement is
the speed and size, it is possible to use k=1; But if the degree and level of security and
privacy is more important, choose k > 1).

3. Description of Splitting Algorithm
3.1. Mathematical model of splitting algorithm

3.1.1. Mathematical model of the encryption algorithm

splitting level = 1 — modification XOR encryption
encryption process = < splitting level k, where k > 1 — Encryption algorithm based
on siplliting method

KPRNG @ ASCII code, whenk = 1

quotient remaindery, ... remainders remaindery,

encryption processY = ¢ whenk > 1 quotient = %
remainder = KPRNG mod ASCII code
KPRNG > 256

KPRNG denotes a generator that creates a sequence of conventional pseudorandom
number generator (PRNG) after applying the operations of genetic algorithm (GA),
which ensures a high probability of inability to predict the next character.
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3.1.2. Mathematical model of decryption algorithm

_ k =1— KPRNG @ ASCII code
Decryptlon process = E>1— KPRNG —remainder

quotient

3.2. The scheme of splitting algorithm

3.2.1. The scheme in case of £k =1

ASCII Code

Figure 2. The scheme of splitting algorithm for k£ =1

3.2.2. The scheme in case of £ > 1

Figure 3. The scheme of splitting algorithm for £ levels, £ > 1

3.3. The secret key

The key — it is a particular secret state of some parameters of the cryptographic
algorithm of the data that provides only one choice of all the possible options for the
transformation encryption algorithm [1]. In the symmetric algorithm the same piece of
information (i.e. key) is used to encrypt and decrypt the message [1].
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The secret key in the proposed encryption algorithm contains information about
the genetic algorithm, the level of splitting, and parameters of pseudorandom number
generator. The block diagram of the secret key is shown in fig. 4.

/
Paramieters of pseudorandom number
~
~._  Eenemtors

Figure 4. The block diagram of the secret key

The private key contains a set of parameters that make the cryptographic algorithm
difficult for attacker to break it (increasing the level of security) [3]. These parameters
are as follows:

1. The parameter of splitting algorithm, which indicates the “level of splitting”. This
parameter specifies the number of characters of ciphertext, which is replaced by
substituting in place of each character in cleartext to be sent over the channel.

2. The parameters of genetic algorithm, which include “generation size, the number of
generations, the length of the chromosome, the initial value, the end value” [4].

3. The parameters of pseudorandom number generator, which belong to the selected
pseudorandom number generator [4]:

(a) In the case of Blum-Blum-Shub and Fibonacci generators, parameters include
“initial value and modulus”.

(b) In the case of a linear congruential generator, parameters include “initial value,
modulus, increment and multiplier”.

(¢) In the case of a quadratic congruential generator, parameters include “initial
value, module, a, b, ¢”.

3.4. Steps of the encryption algorithm

Input: cleartext, the type of generator, and secret key.
In case if the splitting level is 1

1. Generate a sequence of cryptographic keys, denoted this sequence by the symbol
(So) , on the basis of the selected pseudorandom number generator, secret key, and
the selected genetic algorithm.

2. Convert each character in cleartext into its ASCII code value. Let denoted this
number by the symbol (Sascrr)-

3. Apply XOR operation between a part of the sequence (Sp), which is obtained in
stepl, and the ASCII code representation (Sascrr), which is obtained in Step2, to
obtain a new sequence, which we denote by the symbol C, where C = So® Sascrr-

4. The sequence C' is the ciphertext.

In the case of splitting level k, where k > 1

1. Generate a sequence of cryptographic keys, denoted this sequence by the symbol
(So), on the basis of the selected pseudorandom number generator, secret key, and
the selected genetic algorithm.

2. Convert each character in cleartext into its ASCII code value. Let denoted this
number by the symbol (Sascrr)-
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3. Select keys which have a value more than 256 from the generated sequence Sj.

4. For each character in cleartext apply division k — 1 time and save the remainder of
integer division at each step, after that save the final result and quotient.

5. The ciphertext will be a sequence of the form:

quotient,,remainderj;remainder;s . . . remaindery, . . .,
quotient,, ,remainder,remainder, . . . remainder,,.

4. The Main Theorem of Splitting Algorithm
4.1. Definition of the mathematical function of the splitting algorithm

Suppose we have a character ay, which is the ASCII code of the cleartext character,
and let r; — random number resulted from PRNG after applying GA. Suppose the function
®,. is the result of division «; by 7;, denote the quotient n;, and the remainder of this
division §;. The function ®(«a;) in our system is mapping a character «; by an ordered
pair of integers n; and ;. The function ®j, when the splitting level k£ = 2, is determined

by the following relation:
r
) i) = = ;61' .
o= ([a) )

Theorem. The mapping function ®o at r; = 256 reversible, and it is monomorphism.

5. Experimental Results

5.1. A comparison between the traditional XOR encryption and the
proposed one

5.1.1. The traditional method of XOR algorithm

The following example shows the restriction of the security level in the traditional
XOR encryption algorithm. If the private key is selected as shown in fig. 5, the generated
cryptographic keys contain only one single value 1,1,1,....

ol traditional GAMMA Encryption |

traditional gamma key ?_[’mdu:ed Key(g ammeg_f traditional gamma encryption %_ Decryptio evztmdrtl' &

@ Fibonacci © BlumBlumShu

@® LinearCongruential

| Key
| i a.i\"alne Modulus  FOLT]
StartValue m

Figure 5. The secret key of the traditional XOR encryption algorithm

As shown in fig. 6. when encrypting the following cleartext, which consists of one

character “aaaaa”.
As shown in fig. 7, the ciphertext will have the same value for each encrypted symbol

= 9696 96 96 96, as shown in fig. 7.
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Figure 6. The set of cryptographic keys in the traditional XOR encryption

ol traditional GAMMA Encryption o B
traditional gamma key | Produced Keylgamma) | traditional gamma encryption | Decryption key | traditi| * | -

»

- ]
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Figure 7. Cleartext and ciphertext (the traditional XOR encryption algorithm)

From this example, it is clear the limitation of the traditional XOR encryption algo-
rithm, leading to relatively easily to analysis and break by attacker.

5.1.2. Modified algorithm of XOR encryption (splitting algorithm
when £k =1).

The following example shows the improvement in the level of security, that the pro-
posed splitting algorithm provides to the modified XOR encryption algorithm. The
example is conducted by the usage of the same parameters as used in the example above.
If the private key is selected as shown in fig. 8 (similar to the secret key in fig. 5), then
the generated cryptographic keys contain many different values, as shown in fig. 9.

And when encrypting the cleartext, which consists of one symbol “aaaaa” as shown
in fig. 10, the ciphertext will have several different values for each encrypted character,
not one; In this case, the ciphertext will have the form “185273 361369 112" as shown in
fig. 10. (Recall that in fig. 7, the ciphertext has the same value for all characters).

This example shows that the splitting algorithm that we proposed is highly resistant

and provides a high level and degree of security as the key is variable and ciphertext vary
randomly for each ciphered letters.
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Figure 8. Secret key of the modified XOR encryption algorithm

T ~
a5 Encryption By Using Splitting Based On Genetic Algorithm B
Cryptographic Encyption Key | Froduced Key using GA ‘ Encryption Using Splitting Algorithm I_Decryp} Lk

Generated Keys Using
generating space using BlumBlumShub
- 2 000000010
308 100110100
322 101000010
352 110001000
280 100011000
4 000000100
104 001101000
100 001100100
111001101
010001101
000010000
100100000
000010010
101010100
101010010
100000000
100001100
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24 000011000
396 110001100

Figure 9. The set of cryptographic keys in the modified XOR encryption
algorithm

o Encryption By Using Splitting Based On Genetic Algorithm l SRECE X
Cryptographic Encyption Key I Produced Key using GA | Encryption Using Splitting Algorthm | Decnypt ¢ |

B

Figure 10. Cleartext and plaintext in the modified XOR encryption algorithm
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5.2. Example of applying the encryption algorithm based on the splitting
procedure when splitting level k = 2

For the experiment has been selected the plaintext: < Encryption >. When select
a linear congruential generator based on the secret key as shown in fig. 11, we get the
ciphertext =89682437831844547546449659977 as shown in fig. 12.

al Encryption By Using Splitting Based On Genetic Algorithm o 51 a5l Encryption By Using Splitting Based On Genetic Algorithm =
| Coptographic Encyption ey | Produced feyusing G | Ercyotn Usng Spting Agortm [ Decapil |
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Figure 11. The secret key Figure 12. The cipher text in
(splitting level = 2) accordance with the secret key

(splitting level = 2)

5.3. Example of applying the encryption algorithm based on the splitting
procedure when splitting level k£ =3

If the splitting level k = 3 for the same secret key as shown in fig. 13 and the same
plaintext as shown in fig. 14. We’ll get the cipher

text =113096113024125078120018132145130375132064129096 130499113627,

as shown in fig. 14.

sl Encryption By Using Splitting Based On Genetic Algorithm o o5 a8l Encryption By Using Splitting Based On Genetic Algorithm [ESE=
Cryptographic Encyption Key | Produced Key using GA | Encryption Using Spiiting Algorthm | Decrypt * | > | Coyptographic Encyption Key | Produced Key using GA | Enciyption Using Spitting Agorthm | Decrypt ¢ |

@ Fibonacci ® BlumBlumShub—

© LinearCongruential @ QuadraticCon

Key
level of :
Size of m inﬁawalue Mod

ssage

113096113024 12507 130 375 132.0 64 125 0 96 130 4 99}
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Enirvaine [ERJ
Figure 13. The secret key Figure 14. The ciphertext in
(splittinglevel = 3) accordance with the secret key

(splittinglevel = 3)
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CuMmMmeTpuyHOe mndpoBaHue HA OCHOBE MeTO/a pacllieljeHus

B. JI. Credanmok *', A. X. Anxyccausn'
* Hnemumym npobaem nepedaru unpopmayuu PAH, Mocksa, Poccus
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[IpemaraemMoe B cTaThe paCIIEIIEHWE KACAETCs 3AIUINEHHBIX CIIOCODOB Tmepemadn uHMOP-
MaIu{ O KaXkJOM OTZIeJIbHOM CHMBOJIE IIPH MX IOTOKOBOM Iiepenade. Paciensienne siBisieTcs
00600IIIeHNEM TIPOIIEIYPbI 3AIMUIIEHHON epeIadu C OJUHOYHBIM KJIIOYOM.

VIHTeNIeKTyaIbHOCTD PACIIEIUIEHIs COCTOUT B 00paruMoM Koguposanuu (reversible coding)
OTJIeJTbHBIX CUMBOJIOB BMECTO HCIIOJIB30BaHUs TeopeMbl orcyeToB Korenpuukosa-Illennona s
repeiadn Mo KaHAJLY CBS3H IOCJIEIOBATEIHLHOCTH OJIOKOB CHMBOJIOB, C IIEJIBIO TOBBINIEHUST CTe-
rreHu 3amuThl. OnucaH AefCTBYONUI BapUAHT CUCTEMBI, IIPeIHA3HAYEHHBIN [IJIsl Iepeiavn TeK-
CTOBBIX coObIeHnit. B 9T0it cTaThe MOKa3aHO, KaK MCIOJIB30BATH HAOOP KPUMTOTrpadUIeCKuX
KJTIOYeil, KOTOpble TEeHEPUPYIOTCS C IIPUMEHEHHEM T'€HETHYIeCKOro aJrOpuTMa, M KaK BBIODATH
reHepaTop IICEBIOCTIYYallHbIX YHCeJI, YTOOLI PEIIUTh HEKOTOPhIE COBPEMEHHDbIE KPUIITOTpadutie-
CKUe 33/1a4u.

KumroueBble cioBa: reHEeTUYECKH aJrOPUTM, N€HEPaTOP IICEBIOCILYYaiHbIX YUCeJI, Mud-
poBanme, nemudpoBanme, KpUNTOrpadus, MOHOMOPMOU3M, AJTOPUTM PACIICIICHIST
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