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Firewalls is one of the major components to provide network security. By using
firewalls, you can solve such problems as preventing unauthorized access, and delet-
ing, modifying and/or distributing information under protection. The process of
information flows filtration by a firewall introduces additional time delays, thus pos-
sibly leading to disruption of stable operation of the protected automated system or
to inaccessibility of the services provided by the system. Multimedia services are par-
ticularly sensitive to service time delays. The main purpose of the work presented
in this paper is to evaluate the influence of the firewall on the time delays in data
transmission process in the automated system with multimedia data transmission
protocols. The evaluation is provided by the queuing theory methods while a session
is initiated between two users by the Session Initiation Protocol (SIP) with firewall
message filtration. A firewall is a local or functional distributing tool that provides
control over the incoming and/or outgoing information in the automated system
(AS), and ensures the protection of the AS by filtering the information, i.e., pro-
viding analysis of the information by the criteria set and making a decision on its
distribution.
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1. Introduction

Currently, one of the necessary conditions to provide information security of
automated systems is to use software and hardware systems that filter incom-
ing and outgoing traffic. Firewalls increase the time delays for information
flows while they are checked in the AS. For multimedia protocols, significant
time delays can adversely affect QoE and QoS quality indicators [1] and lead
to inability of using the multimedia services provided. Therefore, the eval-
uation of the firewall influence on the time delays in the data transmission
process in the AS with multimedia data transmission protocols is an urgent
and demanded task.
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To evaluate the firewall influence on the data transmission delay in the AS,
the most delay-sensitive service has been selected, i.e., the session initiation by
the Session Initiation Protocol (SIP). The script is the initiation of a session
between two users with proxy servers and firewall packet filtration.

This paper has the following structure. The process of the session initiation
by the SIP protocol is described in Section 2. A method for evaluation of
temporal characteristics of the session initiation by the SIP protocol is given
in Section 3. The results of the evaluation of the firewall influence on the
session initiation time and the session request delay are presented in Section 4.
The Conclusion contains the main aspects of the study.

2. Session initiation by the SIP protocol in the presence
of firewall

The SIP protocol, developed by the MMUSIC group of the IETF committee,
provides for three main types of scripts for initiating a connection: by proxy
servers, by a redirecting server, and directly between user [2|-[4]. The main
difference in these scenarios is the way of searching and inviting the user.
These operations are assigned either to the proxy server, or to the redirecting
server, or directly to the user if he knows the address of the called subscriber.

To evaluate the firewall influence on the connection initiation by the SIP
protocol, without limiting the generality of the approach, the script for
initiating a connection between two users with two proxy servers and one
firewall located in the middle of the chain has been considered. The network
segment with the client’s equipment of the 1% user (User 1) is considered to
be the AS under protection — this segment is protected by the firewall. The
firewall introduces an additional time delay while checking the compliance of
the network packet parameters with the filtration rules specified in the AS
under protection.

Figure 1. Arrangement of the elements when the SIP session is initiated

The figure 1 shows the elements participating in the connection establish-
ment: user’s equipment — User 1, User 2; proxy servers — Proxy-1, Proxy-2;
firewall and IP/MPLS main transmission network.

Let’s describe the session initiation algorithm, i.e., the sequence of requests
and responses of the session initiation process for the script under consideration
in accordance with the figure 1.

Session initiation on the equipment of User 1 is Invite message containing
the information about the address of the called user — User 2. The message
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passes through the elements of the firewall and the proxy server, and the
element simulating the IP/MPLS network, and the User 2 element. After
successful message processing (message retransmission isn’t considered), the
equipment of User 2 responds with the message 100 Trying. This means
that the request is being processed. Then, the equipment of User 2 sends
a 180 Ringing message to the User 1. That means that the incoming call
signal has been received and the location of the called user has been detected.
After processing the Invite request, User 2 generates a 200 Ok response. This
response to the Invite request contains the information indicating that the
user has agreed to participate in the communication session. The session
initiation algorithm is completed by sending the Ack message indicating that
the response to the Invite request has been accepted.

Consideration of this session initiation algorithm allows to evaluate the
following temporal characteristics of the SIP session initiation service: average
session initiation time Tq and average session request delay (SRD) Tqrp [5]-
T is considered from sending the Invite message to the start of the data
transmission process. Tqpp is considered from the moment the session has
been initiated until the first subscriber receives a 180 Ringing response.

The sequence of transmitted signaling messages in the described algorithm
of session initiation by SIP protocol is presented in the figure 2 [6].

3. Evaluation of the temporal characteristics
of the service of session initiation by SIP protocol
in the presence of firewall

To evaluate the firewall influence on the T's and T'qp times, a mathemat-
ical model in the form of an open exponential queuing network (EQN) is
proposed [7]. The residence time in the EQN will be equal to the session
initiation time [§].

EQN consists of six nodes, each of them modeling a corresponding functional
element in the session initiation process. The blocks — User 1, User 2,
IP/MPLS — are modeled by the queuing system (QS) M|M|oco, and the
rest of the blocks — by the QS M|M|1|co. Let’s introduce the following
designation: )\, is the intensity of the SIP message flow in the EQN, and p;
is the service intensity in the ¢-th node.

So, the condition for the existence of a stationary mode is [9], [10]:

. (H2 K3 s
)\0<m1n<5,5,4>. (1)

Taking into account that the Tg and Tqpp times consist of the time
of message processing by the functional elements and the waiting time in
the queue, and considering the approach given in [5], [8], [9], [11]-[14], we
determine the T'qpp and T'q times as follows:
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Figure 2. Message sequence when the SIP session is initiated

The residence time in the 2"¢ block will be equal to the time of the signal
message filtration by the firewall:

1
i ——— 4
S (4)

Using formulas (2)-(4), we determine the indicators of the firewall influence
on the session initiation time and the session request delay:
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4. Evaluation of the firewall influence on the session
initiation time and the session request delay

To evaluate the firewall influence on the session initiation time and the
session request delay, the following Cisco equipment has been selected: the
Cisco ASA 5500-X firewall with the SSP-10 module, and the Cisco Sun Fire
V120 proxy server. The initial data and their designations are given in Table 1.

Table 1
Initial data

Functional | User 1 | Firewall | Proxy-1 | IP/MPLS | Proxy-2 | User 2
element
Designation |y po! p3' py' ps' e
Service time, 0.1 0.5 0.4 50 0.4 0.1
msec.

The results of the evaluation are presented in the form of graphs showing
the dependence of the T'q and T's p times on the intensity of incoming requests
(see the figure 3).

The figure 3 shows that the condition for the existence of the stationary
mode (1) makes it possible to provide evaluation at the )\, intensity values
up to 400 requests per second. The Tq and Tqpp values obtained in the
presence of the firewall meet the requirements of the international standards
for the perception quality indicators. The value of the session initiation
time Ty is less than 2 seconds [5], [15]-[18]. At the intensity level A\, = 380
requests per second, the average session initiation time is Tg = 0.2 [s], and
TSRD — 0.]_5.

The evaluation of the indicators of the firewall influence on the session
initiation time and the session request delay is presented in the figure 4.

The firewall residence time for signal messages is less than 10% at the in-
tensity level \; = 370 [requests/sec|.

5. Conclusion

A mathematical model for the SIP session initiation with message filtration
by the firewall is presented in this paper. The evaluation of the average
session initiation time and the average session request delay indicates the
advisability of reducing the residence time that requests spent in the firewall,
which can lead to the reduction of the values of QoE and QoS indicators.
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Onenka BJIMSTHUS MEXKCETEBOTO dKpaHa
HA WHUIMUPOBAHUE CeaHca 110 MYJbTUMEIUNHOMY
nportokosy SIP

A. 0. BorBunko', K. E. Camyiinos!:?
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MezkceTeBble 9KpaHbl — OIUH U3 OCHOBHBIX KOMIIOHEHTOB ODECIIEUEHUsT CeTEBOM
6ezonacHocTr. VICIIOb3ysa MeXKCceTeBble S9KPaHbl, MOYKHO PEIIUTh TAKHE IIPOOJIEMBI,
Kax IIpeI0TBPalleHe HeCAHKIIMOHNPOBAHHOTO JOCTYIIa, a TaKXKe ylIajeHue, U3MeHe-
HUE U/UIi pactpocTpaHenne nHMOPMAIUK, Haxoasmeiica moy 3ammToit. [Iporecc
duibTpanuy HHOOPMAIMOHHBIX ITOTOKOB MEXKCETEBBIM SKPAHOM BHOCHUT JIOIOJIHU-
TeJIbHbIE 3aJIEPXKKHU 110 BPEMEHHU, YTO MOXKET IIPUBECTH K HAPYIIEHWIO CTaOUIbHOM
paboThI 3AIUIIIAEMOIl aBTOMATU3UPOBAHHON CUCTEMBI UJTH HEJIOCTYITHOCTH CEPBUCOB,
[IPEIOCTABJIAEMbBIX CUCTEMOM. MyIbTUMeINHBIE YCIYTH OCOOEHHO 1yBCTBUTEIBHBI
K 3ajep:KKaM obcykuBanug. OCHOBHA I1€/1b UCCJIEIOBAHNS, IIPEACTABIEHHOIO B CTa~
The, — OIEHUTH BJIMAHIE MEXKCETEBOI'O KpaHa Ha BPEMEHHBIE 3aJePXKKHU B IIPOIECCEe
rmepesiadn JAHHBIX B aBTOMATH3UPOBAHHON CHCTEME C IMIPOTOKOJIAMHU MEPEIadn MyJIb-
TUMEeIUIHBIX JaHHbIX. OleHKa 0becnevnBaeTCa METOIaMU TEeOPUU OvYepeeil, B TO
BpeMsI KaK CeaHC MEXKJIy JBYMs IOJIb30BATEISIMI MHUIIUUPYETCHA TPOTOKOJIOM MHUIIN-
aru ceanca (SIP) ¢ dunabrpanueii coobiennii MexkcereBoro skpana. MexkcereBoii
9KPaH — 9TO JOKAJbHBIN Wi PYyHKIIMOHAJIBHBI HMHCTPYMEHT paclpeieseHus], KO-
TOPBI obecrieunBaeT KOHTPOJIb HAJI BXOJSINEH u/umu ucxomsiieil nadopmanueii
B ABTOMATHU3UPOBAHHON cucreme (AS) ¥ 3amuUTy CHCTEMBI TyTeM (DUIBTPAIUN HH-
dopmarmu, T.e. TapaHTHUPYeT BO3MOXKHOCTH aHAIN3a WHMOPMAIUN 0 3aJaHHBIM
KPUTEPHUSIM U IIPUHATUE PELICHUs O €€ PACIPOCTPAHEHHUH.

Karouessie cioBa: SIP, MexxcereBoii 9KpaH, HHUIIMAPOBAHIE CEaHCA, CUCTEMa OUe-
pejieit, BpeMsi (pUIHTPAINHN, ABTOMATU3NPOBAHHAS CUCTEMA



