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Abstract. The purpose of this paper is to investigate a significant and increasing role of cybersecurity
in world politics. Cybersecurity threats are one of the main national security, public safety, and economic
challenges every nation faces in XXI century. Cyberspace is a defining feature of modern life. Individuals
and communities worldwide connect, socialize, and organize themselves in and through cyberspace. The
existence of numerous cyber security issues on various spheres of life naturally increase political interest
in resolving them. The need for cybersecurity is growing ranging from particular cases to national and
international — becoming the main problem of diplomacy and world politics.

Based on the different national approaches, cybersecurity is seen as the instrument to gain national
interests. All countries believe that cybersecurity is an instrument to achieve state’s national interest, since
more of the modern theories are focus in the material gain. Meanwhile, some countries see cybersecurity
as the tool to influence the adversaries’ perception. This condition build based on the enormous destruction
power of cyberattacks. In contrast with the two main approaches, the national security institutions em-
phasize to the idea, not the material gain. The difference between these national security approaches is
the way to use this instrument is used in order to gain the objectives. Indeed, cybersecurity has an im-
portant and special role in the world politics.

Key words: Cybersecurity, information security, national security, world politics, United States
of America, Russian Federation, People’s Republic of China, UN

The meaning of “security” is often treated as a common-sense term that can be un-
derstood by “unacknowledged consensus” [Sheehan 2005]. The content of international
security has expanded over the years. Today it covers a variety of interconnected issues
in the world that affect survival. It ranges from the traditional or conventional modes
of military power, the causes and consequences of war between states, economic strength,
to ethnic, religious and ideological conflicts, trade and economic conflicts, energy sup-
plies, science and technology, food, as well as threats to human security and the stability
of states from environmental degradation, infectious diseases, climate change and the ac-
tivities of non-state actors [Buzan, Waver 1998].

The so-called interwar revolution saw the advent of combined-arms, mechanized
air-land operations (blitzkrieg), the displacement of the line of battle at sea by fast car-
rier task forces, the rise of long-range strategic aerial bombardment, and the introduction
of in targeted air defense networks. Later, World War II witnessed the introduction of
nuclear weapons, as well as cruise and ballistic missiles, which triggered and other
fundamental change in the character of warfare [For a discussion... 1996].

Because traditional notions of security focused on the use of force between great
powers, the focus of international security studied during the Cold War was naturally
on superpower conflict and nuclear war. With the end of the Cold War, analysts began
to argue that the subject of international security “had to be recast to reflect the changing
nature of conflict” [Freedman 1998].
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As the Internet experienced its rapid expansion in the 1990s, hackers began en-
gaging in cyber “pranks” while low-level criminals began exploring the potential for
cybercrime. Once it was shown that “crime pays” in the cyber domain, organized crime
began muscling its way onto the scene, in some cases apparently with the blessing — and
even support — of the governments on whose territory they were operating [Weiss 1996].

The paper begins with from discussing the approaches that give the explanation
about the role of the cyberspace in world politics. It discusses the views of the various
national security doctrines.

The United States, along with Western Europe and Japan first made the transition
to an information society. Already in the early 1970s, the dominant part of the work-
force (70%) was in these countries are concentrated in the services sector and consisted
of “information workers” [Bell 1979].

Information warfare covers a very wide range of activities in the information space,
from attacks on communication systems and critical infrastructure and ending with the
use of ICT for implementation of techniques of psychological impact [Arquilla 1999].

ICT today form the basis of a rapidly developing global information society. Global
network the Internet covers about 3.6 billion people (approximately 49.5% of the world
population)'.
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Actively developing the “Internet of things” that binds not only people, but also
to network, computer devices, appliances and other items. According to forecasts, in 2020
about 50 billion devices will have an Internet connection®.

Former President of the Corporation for the domain name and ICANN [P-address
management (Internet Corporation on Assigning Names and Numbers) R. Beckstrom
articulated three key principles with respect to the Internet:

1) all that has Internet access can be “hacked”;

2) all have access to the Internet;

' Internet World Stats. Usage and Population Statistics. URL: http://www.internetworldstats.com/
stats.htm (accessed: 12.01.2017).

2 Bricsson CEO to shareholders: 50 billion connections 2020. April 13, 2010 URL:
http://www.ericsson.com/thecompany/press/releases/2010/04/1403231 (accessed: 12.01.2017).

340 MMUP U BE3OITACHOCTH



Tsakanyan V.T. VESTNIK RUDN. INTERNATIONAL RELATIONS, 2017, 17 (2), 339—348

3) in this way, everything becomes vulnerable. The world is entering a phase
of the endless struggle against cyber threats that are constantly updated”.

In May 2007, the European Commission issued a Communication “towards a general
policy on the against cybercrime”, noting that there was not even an agreed definition
of cybercrime [Anderson et al. 2012].

It proposed a threefold definition:

1) traditional forms of crime such as fraud or forgery, though committed over elec-
tronic communication networks and information systems;

2) the publication of illegal content over electronic media (e.g., child sexual abuse
material or incitement to racial hatred);

3) crimes unique to electronic networks, e.g., attacks against information systems,
denial of service and hacking.

The protection of lives and property from foreign actors is a universally understood
role of government, and the cyber era introduces new capacities for other nations to wage
war. As cyberlaw theorist Paul Rosenzweig points out, just as everyone would expect
the government to defend against enemy aircraft rather than leaving it to each individual
or enterprise, so too would we expect the imperative of “the common defense” to extend
into cyberspace [Rosenzweig 2010].

This also includes the threat of non-state actors targeting civilian infrastructure
for political gain, even if the threat of cyberterrorism is perhaps overstated [Singer,
Friedman 2014].

Deterring and countering these types of threat and maintaining security in cyber-
space involves a number of actors spread across the public and private sectors, as well
as society as a whole. Examples of the breadth of actors involved in response include
[Robinson et al. 2012]:

¢ national-level policy units with responsibility for cyber-securityissues — for
example, the Office of Cyber Security and Information Assurance (OCSIA) in the UK,
and Estonian Authority for Information Systems (RIA) in Estonia;

¢ national-level coordinatingunits or institutions with responsibility for critical na-
tional infrastructure protection missions — e.g. Centre for the Protection of National In-
frastructurein the UK, and National Infrastructure Coordinating Center in the Netherlands;

¢ specific inter-governmental units dedicated to national cyber-defence missions —
for example, the Cyber Security Operations Centre in the UK;

¢ operational agencies — intelligence, armed forces and law enforcement author-
ities — agencies which may be involved in the delivery of elements of the state’s cyber
capability: cyber deterrence, cyber-warfare, investigation, countering or investigating cy-
bercrime, for example USCYBERCOM and theNational Security Agencyin the USA;

¢ national and/or governmental computer emergency response teams (CERTs) —
types of CERT which collate and receive information from other CERTs with whom
they have a peer relationship, but have a specific role to play in protection of the critical
information infrastructure;

3 Beckstrom, Rob. Speech at the London Conference on Cyberspace [electronic resource] /
ICANN. November 2, 2011. URL: https://www.icann.org/en/system/files/files/beckstrom-speech-
cybersecurity-london-02nov11en.pdf (accessed: 12.01.2017).
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¢ communication service providers responsible in varying ways for parts of the
infrastructure which make up ‘cyberspace’ — they may include ‘essential’ providers,
which provide backbone, long-haul interconnectivity to mobile network operators
or retail internet service providers. Some forms of provider may even be ‘virtual’ re-
sellers of bandwidth or access to different markets (for example, BT and C&W in the UK,
Verizon in the USA);

¢ infrastructure hardware providers such as Cisco, Juniper Networks or Huawei —
these companies manufacture the hardware andmiddleware and provide software for the
infrastructure. Some such companies also have a systems integration role, which can
have security implications when the nationality of the company (e.g. Huawei) may not
be a close ally, or essential intellectual property for critical national infrastructure is un-
obtainable (US companies);

¢ Software and services providers whichdesign, develop, produce and market soft-
ware — such firms may specialize, for example, in cryptographic software, infrastructure
or services, and other industry firms including those in the integrated semi-conductor
industry which design microchips (e.g. ARM or Intel) [Robinson et al. 2012].

Thus, Dorothy Denning, one of the most authoritative experts on cyberterrorism,
defines this concept as “illegal attacks or threats of an attack directed against computers,
networks and information stored in them to intimidate or coerce the government and
the population of the country to achieve political or social goals” [Denning 2000].

MAIN APPROACHES

This section discusses the role of cybersecurity in world politics based on the ap-
proaches from the USA, Russia and China. It explains the capacity of cybersecurity
in world politics according to these approaches. It addresses the following questions:
How cybersecurity affects the relations among the states? What kinds of role are played
by cyberspace?

UNITED STATES OF AMERICA

The United States, being the leaders in the field of ICT, among the first to encounter
the negative consequences of the information revolution. To date, the US experience
in the field of information security is an advanced, which leads to the relevance and
importance of the study.

In 1991, the United States formulated the concept of Revolution in Military Affairs,
characterized by extensive use of ICT to provide management, control and intelligence,
information wars, and the use of various types of non-lethal weapons [Metz, Kievit 1995].

Economy and national security of the US today are totally dependent on information
technology and information infrastructure. Network technologies ensure the functioning
of the US critical infrastructure in sectors such as energy, transport, banking and finance,
information and telecommunications, health care, emergency services, agriculture, nutri-
tion, water, military and industrial base, chemical products and hazardous materials,
mail and delivery services.
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Federal Bureau of Investigation (FBI) in its activities based on the subjective ap-
proach and identifies three main groups of actors that pose a threat in cyberspace:

1) organized crime groups that are most prone to the financial services sector
and constantly improve cyber power;

2) states sponsors who are interested in stealing data, including intellectual property,
research, and development of enterprises, public institutions and contractors;

3) terrorist groups using network technology to conduct destructive actions against
the country of critical infrastructure, and thus pose a threat to US national security”.

In turn, within the framework of international discussions on the US IIB offer con-
sider the following four sources of threats to cyber security: the criminals, the state
terrorists, as well as intermediaries (individuals or groups carrying out malicious network
activity on behalf of others — whether state or non-state actors — to financial gain,
or on the basis of nationalist or other political motives)®.

The US Department of Defense (DoD) in its activities based on the four cate-
gories of threats to cyber security, which include both the actors and the individual
steps: — the threats posed by external actors (foreign governments, criminal
groups); — Threats from internal actors (insiders); — Threats associated with the
vulnerability of the network of suppliers of equipment and software; — Threats to
the functional activity of the Ministry®.

RUSSIAN FEDERATION

The problem of legal regulation of cybersecurity in the Russian Federation is an or-
ganic component of the state policy of development of the national sector of information
technologies [Matveev 2014].

Among the documents that define today the fundamental approaches to information
security in the Russian Federation, can be distinguished, first of all, the following:

¢ Law of the Russian Federation of 27.07.2006 number 149-FL “On Information,
Information Technologies and Protection of Information”;

¢ Fundamentals of the Russian Federation's state policy in the field of international
information security for the period up to 2020;

¢ The doctrine of national information security;

¢ Strategy for Information Society Development in the Russian Federation. These,
as well as accompanying departmental normative documents (primarily documents
FSTEC Russia) today form an integrated system requirements for information security
for the information systems of different levels. At the same time clarifying the specifics
of the issue of cyberspace, as well as relevant threats and protection mechanisms cer-
tainly deserves special consideration.

* The Cyber Threat (Shawn Henry): Part 1. On the Front Lines with Shawn Henry. Federal Bureau
of Investigation. March 27, 2012. URL: http://www.fbi.gov/news/stories/2012/march/shawn-
henry 032712 (accessed: 12.03.2014).

> Developments in the field of information and telecommunications in the context of international
security. Report of the UN Secretary General. Document A / 66/152 of 15 July 2011. P. 18—20. URL.:
http://www.un.org/ru/documents/ods.asp?m=A/66/152 (accessed: 03.12.2014).

 Department of Defense Strategy for Operating in Cyberspace. July 2011. P. 3. URL:
http://www.defense.gov/news/d20110714cyber.pdf (accessed: 03.12.2014).
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The modern legal instruments in the field of cyber security should emphasize
the following:

¢ Conceptual views on the activities of the Armed Forces in the information space;

¢ Draft Law “On the security of the Russian Federation of the critical information
infrastructure” [Chobanyan, chalahami 2013];

¢ Decree of the President of Russia 2013. Number 31¢ “On establishment of the
state detection, prevention and response to cyberattacks on information resources
of the Russian Federation”.

According to the Cyber Security Strategy of Russian Federation, the Strategy of
cyberspace should be regarded as certain, having a clear boundary element information
space. This approach is consistent with international standards, which give definition
to the terms of the information security sector and establish their relationship. “Cyber-
security” is meant, thus, a narrower in the sense of the concept than the “information
security”.

The strategy is based on the key principles of the Federal Law on 27.07.2006 No 149
Federal Law “On information, information technologies and information protection”.

1. To which security can be attributed Russian Federation in creation of information
systems, their operation, and privacy of non-collection, storage, use and dissemination
of information about the private life of a person without his consent.

2. The strategy is consistent with the doctrine of the Russian information security
oh Federation (doctrine) and develops its individual provisions. One of the central tasks
in the field of information security.

According to the doctrine, it is the development of criteria and evaluation methods
the effectiveness of systems and information security. The strategy provides for action
to ensure the safety government information resources, such as holding regular assess-
ment of security of state information resources and systems’.

The main governmental actors in Russian Federation which are engaged to national
cybersecurity systems are:

¢ Government of the Russian Federation (2009) Russia’s national security stra-
tegy to 2020°%;

¢ Government of the Russian Federation, Ministry of Defense (2011) Convention
on international information security’;

¢ Government of the Russian Federation (2000) Information security doctrine
of the Russian Federation'®.

Both in the Russian Federation and China cyber security is seen as a component
of information security, including the promotion and impact on population.

7 Cyber Security Strategy of Russian Federation (Concept). URL: http://www.council.gov.ru/
media/files/41d4b3dfbdb25cea8a73.pdf (accessed: 12.01.2017).

$ Wikidot. URI: http://rustrans.wikidot.com/russia-s-national-security-strategy-to-2020 (accessed:
12.01.2017).

° Ministry of Foreign Affairs of Russia. Resource. URL: http://www.mid.ru/bdomp/ns-osndoc.nsf/
1e5f0de28fe77fdcc32575d900298676/7b17ead7244e2064¢3257925003bebec! OpenDocument (ac-
cessed: 12.01.2017).

' Ministry of Foreign Affairs of Russia resource. URL: http://www.mid.ru/bdomp/ns-osndoc.nsf/
1e5f0de28fe77fdcc32575d900298676/2deaa%ee15ddd24be32575d90 (accessed: 12.01.2017).
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PEOPLE’S REPUBLIC OF CHINA

The Chinese government perceives software by Western manufacturers as a threat
to national security. Therefore, its use in China is strictly regulated. The international im-
plications of this regimentation are already becoming apparent. Chinese cyber security
policy in general has the potential to alter the global market for IT products and services
fundamentally. China's government is currently taking concrete steps to enhance cyber
security: in the spring of 2014, it founded the “Central Cyber Security and Informatiza-
tion Leading Group” (A R 25272 H1{Z BAEAS/NA).

“NO NATIONAL SECURITY WITHOUT CYBER SECURITY”

“No national security without cyber security” (%8 WM& 22 2t A EF 2 4),
said President Xi Jinping to the state-run news agency Xinhua in April 2014.

Over the last few years, though, problems in implementing cybersecurity policy
have not been restricted to China alone. Other countries are also having trouble, albeit
in different areas. In Germany, for example, cybersecurity still is not a central political
issue. Measures enacted by the federal government such as introducing a “nospying”
provision or setting up a new, independent communications network for the federal
government alone are considered by IT experts and public authorities such as the German
Federal Audit Office to be half-hearted and ineffective''.

Due to the different approaches to ensure national security and because of the dif-
ferent understanding of the security issues, there is no common approach in world poli-
tics as agreed in cyberspace. States are trying to establish bilateral agreements Compli-
ance Assistance in cyberspace. One of the existing methods of matching approaches
to cyber security are UN resolutions.

Recalling also its resolutions on the role of science and technology in the express-
ing its concern that these technologies and means can potentially be used for purposes
that are inconsistent with the objectives of maintaining international stability and se-
curity and may adversely affect the integrity of the infrastructure of States to the det-
riment of their security in both civil and military fields, confirming the request to the
Secretary-General contained in paragraph 4 of its resolutions 56/19 and 57/53.

1. Calls upon Member States to promote further at multilateral levels the considera-
tion of existing and potential threats in the field of information security, as well as
possible measures to limit the threats emerging in this field, consistent with the need
to preserve the free flow of information.

2. Considers that the purpose of such measures could be served through the exami-
nation of relevant international concepts aimed at strengthening the security of global
information and telecommunications systems.

1" Jaume-Palasi, Lorena and Gierow, Hauke (2014). “Germany”, in: Davies, Simon (ed.).
“A Crisis of ccountability: A global analysis of the impact of the Snowden revelations”. P. 42—46.
http://www.privacysurgeon.org/blog/wp-content/uploads/2014/06/Snowden-final-report-for-publication.pdf
(accessed: 12.01.2017).

PEACE AND SECURITY 345



Haxansu B.T. Becmuux PYJ[H. Cepusa: MEXKJIYHAPO/JHBIE OTHOIIIEHNA. 2017. T. 17. Ne 2. C. 339—348

3. Invites all Member States to continue to inform the Secretary-General of their
views and assessments on the following questions:

(a) general appreciation of the issues of information security;

(b) definition of basic notions related to information security, including un-
authorized interference with or misuse of information and telecommuni-
cations systems and information resources;

(c) the content of the concepts mentioned in paragraph 2 of the present reso-
lution.

4. Requests the Secretary-General to consider existing and potential threats in the
sphere of information security and possible cooperative measures to address them, and
to conduct a study on the concepts referred to in paragraph 2 of the present resolution,
with the assistance of a group of governmental experts, to be established in 2004, ap-
pointed by him on the basis of equitable geographical distribution and with the help of
Member States in a position to render such assistance, and to submit a report on the
outcome of the study to the General Assembly at its sixtieth session.

5. Decides to include in the provisional agenda of its fifty-ninth session the item
entitled Developments in the field of information and telecommunications in the con-
text of international security'.

The first — an approach the United States and its allies, according to which for
cybersecurity at the international level does not require the development and adoption
of new rules and principles. According to this approach, the basis of ensuring cyberse-
curity regime form the UNGA Resolution on combating the criminal misuse of infor-
mation technology and global culture of cyber security, the UN Security Council reso-
lutions, the provisions of which are aimed at combating terrorism, as well as the pro-
visions of the Council of Europe Convention on Cybercrime. In turn, the UN Charter
and existing principles of international law provide the necessary framework for the
regulation of activities of States in the use of ICT in the military-political purposes. It is
important to emphasize that the US approach focuses on the development of international
mechanisms of information security in the narrow sense — cybersecurity. The second —
the approach of the Russian Federation and its partners, which are based on the need
to develop, taking into account the specifics of the information space of a special regime
in the form of the UN Convention on ensuring international information security. The
proposed draft document covers the full range of information security threats (mili-
tary-political, criminal and terrorist nature), including such important from the point
of view of the national interests of the Russian threat, as the action in the information
space in order to undermine the political, economic and social systems of other states,
psychological treatment population, destabilizing society and the manipulation of infor-
mation flow in the information space of other countries.

12 Resolution adopted by the General Assembly on 8 December 2003 [on the report of the First
Committee (A/58/457)] 58/32. Developments in the field of information and telecommunications
in the context of international securityhttps://documents-dds-ny.un.org/doc/UNDOC/GEN/N03/
454/83/PDF/N0345483.pdf (accessed: 04/20/14).
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In conclusion, based on these approaches, cybersecurity is seen as the instrument
to gain national interests. All countries believe that cybersecurity is an instrument to
achieve state’s national interest, since both of the theories are focus in the material gain.
Meanwhile, some countries see cybersecurity as the tool to influence the adversaries’
perception. This condition based on the enormous destruction power of cyberattacks.
In contrast with the two previous approaches, the national security institutions empha-
size to the idea, not the material gain. The difference between these national security
approaches is the way to use this instrument is used in order to gain the objectives.
Indeed, cybersecurity has an important and special role in the world politics.
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POJ1b KNBEPBEE3ONACHOCTV B MUPOBOW NOJINTUKE

B.T. llakansin

Poccuiickuit yauBepcurer n1pyx0sl HaporoB, Mocksa, Poccust

Ienbto naHHOH pabOTHI SIBISIETCS OLEHKA Bo3pacTaroulell poiau KubepOe30nacHOCTH B MHUPOBOH
HONUTHKE. B paMKax 3TOro McciemnoBaHus aHAIM3UPYIOTCS IOAXO/AbI K PEelIeHHI0 IIpodieM Kubepoesomnac-
Hoctu B Poccmiickoit @eneparmn, CIIA 1 KHP. Yrpo3sl B 3T0# 001acTH SBJISIOTCS OAHAMH M3 OCHOBHBIX
JUIsS HAIlMOHAJBHOW M OOINECTBEHHON 0€30MacHOCTH, a TaKKe SKOHOMHKH, C KOTOPHIMH CTaJIKUBAETCS
rocynapctBo B XXI B. KubepripocTpaHCTBO SIBISETCS OTHOM M3 ONPEACIISIONHMX YePT COBPEMEHHOW JKU3HHU,
KOTOpPOE COMPSDKEHO C PSIIOM BOIPOCOB JIMYHOM, HAIIMOHATBHONW M MEXIyHapoaHoi Oe3zonacHocTH. Cy-
II€CTBOBAHIE MHOT'OYHCIICHHBIX IIPOOJIEM B 3TOH 001aCTH, €CTECTBEHHO, YCHINBAET 3aHHTEPECOBAHHOCTD
B UX PELICHUH C TOYKH 3pEHHsI MUPOBOM TIOJIMTHKH, a IOTPeOHOCTh B 00ecneueHn 6e30MacHOCTH B Kubep-
MIPOCTPAHCTBE CTAHOBUTCS BCe OoJiee aKTyaJ bHON, HE3aBUCHMO OT YPOBHSI.

ABTOp B CBOEM HCCIICJIOBAHHH MOJTYEPKUBACT, YTO B MUPE HA JIAHHBI MOMEHT IPEBaIUPYET JBa
OCHOBHBIX IIOAIXOJa K OIpefeNeHHIo kubepbesonacHocTH. B pamkax nepBoro — kubepOe30macHOCTb pac-
CMaTpHBaeTCs B Ka4eCTBE MHCTPYMEHTA pealn3alliil HAIlMOHAIBHBIX HHTEPECOB, STO MOATBEP)KIAETCS
TEM, YTO OCHOBHAS YacTh COBPEMEHHBIX TEOPHU B 3TOH o0jactu oxycupyercss Ha npodiieMe Marepu-
ATbHOM BBITO/IbL. BTOPOIA 10/1X0/1, N0 MHEHHUIO aBTOPA, 3aKJII0YACTCs B TOM, YTO KHOepOe30acHOCTh HE YTO
WHOE, KaK MHCTPYMEHT OKa3aHMs BIMSAHUS Ha KOHTPIAPTHEPOB B OCHOBHOM C IIOMOIIBIO KuOEpaTak.

ABTOp Jien1aeT 3aKJII0UeHHUE, YTO BOMIPOC 00ecreueHHs KuOepOe30nacHOCTH SIBJIETCS IOBOJIBHO aKTy-
aITBHOM TPOOJIEMON Ha CETOTHSIIHKN JICHh B MUPOBOH MOJUTHKE U 3aCITy:KHUBACT OTJCILHOTO PACCMOTPECHHUSL.
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